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WRP Procurement ToolKit – Annex B
Part of Weather Ready Pacific Standard, Optimisation & Maintenance Guidelines Document
Module: ICT & Telemetry Systems
Version: 1.0 | March 2026
When to Use This Module
Use this template when procuring:
· Data management systems
· Communications infrastructure 
· Central processing systems




IMPORTANT NOTICE
This Procurement Toolkit is a guidance document only, developed under the Weather Ready Pacific (WRP) Programme to support standardised procurement of Earth observation equipment across Pacific Island Countries and Territories.
It is not a complete tender document. Users may need to adapt all content to:
· National procurement laws and policies
· Local environmental and workplace safety regulations
· Project-specific requirements and site conditions
· Applicable customs, import, and tax requirements
Professional judgment is required. Users should seek appropriate technical and legal advice before finalising any tender.
Limitation of Liability: The WRP Programme, its implementing partners, and supporting organisations accept no liability for any decisions made or actions taken based on this guidance.
Living Document: This toolkit will be updated periodically. Verify you have the latest version through SPREP or the WRP Programme.
Contact: Weather Ready Pacific Programme, SPREP, Apia, Samoa [include the email address of the WRP programme?] 



System Definition
Project Name: _________________________________
System type:
☐Central Data Management System
☐ Telemetry Infrastructure
☐ Data Backup System
☐ Full ICT Upgrade
☐ Partial ICT Upgrade
Number of field stations to be supported: ___________ stations
Existing telemetry: ☐ Cellular network ☐ Satellite network ☐ Mixed ☐ None ☐ Unknown
Current data managements system: ☐ CliDE (database + interface) ☐ Custom database 
☐ Excel / manual ☐ None
Current data users: ☐ Forecasters ☐ Hydrologists ☐ Climate scientists ☐ Public website
Required data latency: ☐ Real-time (<5 mins) ☐ Near-real time (<1 hour) ☐ Daily
Number of concurrent users: ___________ internal, ___________ external
Disaster recovery requirements: ☐ Hot standby ☐ Cold standby ☐ Cloud backup only 
☐ Unknown
Cybersecurity requirements: ☐ Government network ☐ Public facing ☐ Isolated 
☐ Mixed / Unknown
Tier Selection
	Tier
	Typical Use Case
	System Type
	Recommended For

	1 (Reference)
	National data centre, regional hub, GBON/RBON focal point
	Fully redundant servers, multiple communication paths, 24/7 operations
	National meteorological service headquarters, regional data centres, GBON data management

	2 (Synoptic)
	Operational data management, forecasting support
	Single server with backup, standard communication links
	NMHS central office, backup data centre

	3 (Basic)
	Limited data management, manual processes
	Simple database, minimal automation
	Small NMHS, single user, non-critical applications


Selected Tier: ☐ 1 (Reference) ☐ 2 (Synoptic) ☐ 3 (Basic) ☐ Mixed (specify: _________)
Primary Platform: ☐ On-premises servers ☐ Cloud-based ☐ Hybrid 


System Architecture
This section defines how the system is built, how components interact, and how data flows from sensor to user.
Data Acquisition & Processing (Central Systems)
	Component
	Tier 1 Specification
	Tier 2 Specification
	Tier 3 Specification
	Bidder Response

	Data Ingestion Server
	Redundant servers (active-active), minimum 16 cores, 64GB RAM, 2TB SSD, 10GbE network
	Single server, 8 cores, 32GB RAM, 1TB SSD, 1GbE network
	Small server or workstation, 4 cores, 16GB RAM, 500GB HDD
	

	Database Server
	Redundant configuration, PostgreSQL or similar, clustered for high availability, automated failover
	Single database server with nightly backups
	Lightweight database (SQLite, MySQL)
	

	Application Server
	Load-balanced configuration, supports concurrent users
	Single application server
	Integrated with database server
	

	Web Server
	Redundant, HTTPS, public facing with CDN optional
	Single server, HTTPS
	Not required or basic
	

	Processing Capacity
	Real-time data processing, QC, format conversion for all stations (<1 second per station)
	Batch processing, near-real-time
	Manual processing
	

	Data Storage
	10-20 TB usable, RAID 10 or equivalent, hot-swappable drives, 5-year data online, 10-year nearline
	2-5 TB, RAID 5 or 6, 3-year data online
	1 TB, basic backup
	

	Backup System
	Automated daily full, hourly incremental, off-site replication (≥100km away), tested monthly
	Automated daily full, off-site weekly, tested quarterly
	Manual or cloud backup, tested annually
	

	Disaster Recovery
	Hot standby at secondary site, RPO <1 hour, RTO <4 hours
	Cold standby, RPO <24 hours, RTO <48 hours
	Not required
	

	Network Architecture
	Redundant core switches, firewall, load balancer, VPN for remote access
	Single core switch, firewall, VPN
	Basic router/firewall
	

	UPS Power
	Online UPS, 4-hour runtime, generator connection, automatic transfer switch
	Line-interactive UPS, 2-hour runtime
	Basic UPS, 1-hour runtime
	

	Environment
	Dedicated server room, climate-controlled (22°C ±2°C), humidity control, fire suppression, access control
	Secure server room or cabinet, climate-controlled
	Secure office space
	


Additional Requirements for Central Systems:
· Operating System: Linux (Ubuntu LTS, Red Hat) or Windows Server (latest stable version)
· Virtualisation: VMware or Hyper-V for Tier 1 (allows flexibility)
· Monitoring: 24/7 system monitoring with alerting for all critical components
· Logging: Centralised logging for security and troubleshooting
· Patch Management: Automated patching schedule with rollback capability
ICT Components Complement
	Sensor Type
	Tier 1
	Tier 2
	Tier 3
	Included?

	Data Management Software
	✓ Mandatory (full suite)
	✓ Mandatory (standard)
	✓ Mandatory (basic)
	☐

	Telemetry Gateway Software
	✓ Mandatory
	✓ Mandatory
	☐ Optional
	☐

	Web Portal / API
	✓ Mandatory
	✓ Mandatory
	☐ Optional
	☐

	Data Quality Control (QC)
	✓ Mandatory
	✓ Mandatory
	☐ Manual
	☐

	Data Visualisation
	✓ Mandatory
	✓ Mandatory
	☐ Optional
	☐

	Forecast Integration
	✓ Mandatory
	✓ Mandatory
	☐ Optional
	☐

	Metadata Management
	✓ Mandatory 
	✓ Mandatory
	☐ Basic
	☐

	Alert/Warning System
	✓ Mandatory 
	✓ Mandatory
	☐ Optional
	☐

	User Management
	✓ Mandatory 
	✓ Mandatory
	☐ Optional
	☐

	API for External Systems
	✓ Mandatory 
	✓ Mandatory
	☐ Optional
	☐

	GIS Integration
	☐ Optional
	☐ Optional
	☐ Optional
	☐


Selected Sensors for This Procurement:
List the specific sensors required:
	Sensor
	Quantity
	Manufacturer Preference (if any)
	Notes

	
	
	
	

	
	
	
	

	
	
	
	


Data Transmission & Telemetry (Central)
	Component
	Tier 1 Specification
	Tier 2 Specification
	Tier 3 Specification
	Bidder Response

	Telemetry Gateway
	Multiple gateways for redundancy, supports all field telemetry types (cellular, satellite, radio), store-and-forward buffering
	Single gateway, supports primary telemetry types
	Simple data import from email/manual
	

	Communication Protocols
	WIS 2.0, MQTT, HTTP/HTTPS, FTP/SFTP, email, multiple simultaneous connections
	WIS 2.0, HTTP/HTTPS, FTP
	HTTP or manual upload
	

	Data Format Support
	BUFR, CSV, JSON, NetCDF, WaterML2, SeaLevel, TEMP, SYNOP
	BUFR, CSV, JSON, TEMP, SYNOP
	CSV, manual entry
	

	Data Ingestion Rate
	1,000+ messages per minute sustained
	100+ messages per minute
	10+ messages per minute
	

	Latency
	<5 seconds from field to database
	<1 minute from field to database
	<1 hour from field to database
	

	Network Uplink
	Dedicated fiber (minimum 100Mbps), redundant links (different providers), load-balanced
	Business broadband (minimum 50Mbps), secondary backup (cellular)
	Standard broadband (10Mbps)
	

	Network Security
	Next-generation firewall, IDS/IPS, network segmentation, DMZ for public services, VPN for remote access
	Firewall, VPN for remote access
	Basic firewall
	

	Remote Site Monitoring
	24/7 monitoring of all field telemetry links, automated alerting for outages
	Daily monitoring, manual alerting
	Not required
	


Telemetry Integration Requirements:
The system must be capable of ingesting data from:
☐ Cellular (4G/LTE) field stations
☐ Iridium satellite field stations
☐ BGAN/Starlink/VSAT field stations
☐ Radio/VHF field stations
☐ Manual data entry (forms, CSV upload)
Data Flow Diagram Requirement regardless of tier:
The bidder must provide a detailed data flow diagram showing:
· End-to-end data flow from field sensors → telemetry → central ingestion → database → applications → users
· Data formats at each stage
· Backup paths and failover mechanisms
· Points of manual intervention
Power System (Central)
	Component
	Tier 1 Specification
	Tier 2 Specification
	Tier 3 Specification
	Bidder Response

	Primary Power
	Grid connection with dedicated circuit, surge protection at building entry
	Grid connection, surge protection
	Grid connection
	

	UPS
	Online double-conversion UPS, N+1 redundancy, 4-hour runtime at full load, automatic bypass
	Line-interactive UPS, 2-hour runtime
	Basic UPS, 1-hour runtime
	

	Generator
	Automatic standby generator, sized for full data centre load, fuel for 72 hours, weekly auto-test
	Manual start generator (if available)
	Not required
	

	Power Distribution
	Redundant PDUs, circuit breakers, surge protection at rack level
	Single PDU, surge protection
	Power board with surge protection
	

	Monitoring
	Remote power monitoring: voltage, current, UPS status, generator status, environmental sensors (temp, humidity, water)
	Basic power monitoring
	Visual check
	

	Cooling
	Precision air conditioning, redundant units, N+1 configuration, temperature set point 22°C ±2°C
	Standard air conditioning, single unit
	Natural ventilation or standard AC
	


Physical Infrastructure
	Component
	Tier 1 Specification
	Tier 2 Specification
	Tier 3 Specification
	Bidder Response

	Server Room
	Dedicated room, raised floor (optional), fire suppression (FM200 or equivalent), biometric access control, CCTV
	Dedicated room or secured cabinet, access control
	Secure office space
	

	Racks
	Standard 19-inch server racks, seismic-rated, cable management, lockable doors
	Standard racks or cabinets, lockable
	Desktop or small cabinet
	

	Cabling
	Structured cabling (Cat6a or Cat7), fibre optic for backbone, labelled, documented, cable trays
	Structured cabling, labelled, documented
	Basic cabling
	

	Environmental Monitoring
	Temperature, humidity, water leak detection, smoke detection, remote alerts
	Temperature monitoring
	Not required
	

	Lightning Protection
	Full building lightning protection, surge arrestors at all external cable entries
	Surge arrestors at building entry
	Basic surge protection
	

	Grounding
	Dedicated telecommunications ground, <5 ohm, separate from building ground where possible
	Combined ground, <10 ohm
	Basic ground
	

	Access Security
	24/7 security (or building security), access logs, visitor procedures
	Locked access, after-hours building security
	Locked office
	


Software & Data Management
	Component
	Tier 1 Specification
	Tier 2 Specification
	Tier 3 Specification
	Bidder Response

	Data Management Platform
	CliDE (preferred) or equivalent full-featured CDMS. CliDE serves as both the database (PostgreSQL-based storage) and the interface for data entry, QC, and retrieval. Configured for all station types, automated data flows.
	CliDE (preferred) or equivalent with core features. Complete CliDE system including database and interface for primary station types.
	CliDE basic installation or spreadsheet-based management. Core database functionality with limited interface.
	

	Database Component
	CliDE PostgreSQL database (or equivalent), fully indexed, optimised for time-series climate data, with PostGIS for spatial capabilities. Supports all WMO and regional data formats.
	CliDE PostgreSQL database (or equivalent) with core schema, supports primary station types.
	CliDE database (or equivalent) with basic schema.
	

	Interface Component
	CliDE application interface (or equivalent) with full functionality: data entry, quality control, visualisation, reporting, user administration, metadata management, export capabilities.
	CliDE application interface (or equivalent) with core functionality for data entry, QC, and reporting.
	CliDE application interface (or equivalent) with basic data entry and retrieval.
	

	Data Quality Control
	CliDE QC module (or equivalent): automated QC (range, rate-of-change, persistence, spatial consistency), configurable thresholds, manual override, QC flags stored in database with audit trail.
	CliDE QC module (or equivalent): automated QC (range, rate-of-change), configurable thresholds.
	Manual QC using CliDE interface.
	

	Metadata Management
	CliDE metadata module (or equivalent): Full WIGOS metadata integration, OSCAR/Surface export, automated metadata updates, version history stored in database.
	CliDE metadata module: WIGOS metadata capture, manual export.
	Basic station metadata in CliDE.
	

	Data Archiving
	CliDE archiving module (or equivalent): Automated archiving to nearline/cloud, long-term preservation, data versioning within CliDE database structure.
	Manual archiving using CliDE export functions.
	Backup only.
	

	Data Access & Visualisation
	CliDE visualisation module (or equivalent) plus web-based portal: maps, graphs, tables, export functions, user-configurable dashboards. CliDE interface for advanced users.
	CliDE interface with basic maps and graphs. Web portal optional.
	CliDE basic interface.
	

	Forecast Integration
	Real-time data feed from CliDE to forecast models and workstations, BUFR/SYNOP generation for GTS/WIS 2.0 via CliDE export functions.
	Data feed from CliDE to forecast workstations, basic BUFR generation.
	Manual data export from CliDE.
	

	Alert/Warning System
	Multi-channel alerts (SMS, email, dashboard) based on CliDE QC flags and thresholds, configurable thresholds, escalation procedures.
	Basic email alerts from CliDE threshold checks.
	Manual monitoring via CliDE.
	

	User Management
	CliDE user administration (or equivalent): Role-based access control, audit logs, group permissions, 2FA recommended.
	Basic CliDE user accounts, password access.
	Single user in CliDE.
	

	API
	RESTful API for external systems, documented, versioned, rate limited. Direct database access not permitted; all access via API or CliDE interface.
	Basic API or file export from CliDE.
	Manual file transfer.
	


Data Management Requirements
	Requirement
	Specification
	Compliant?

	WIS 2.0 Compliance
	System must generate BUFR messages and push to WIS 2.0 global/regional nodes
	

	GBON/RBON Reporting
	Automated reporting of station status, data availability, metadata to WMO systems
	

	Data Sovereignty
	All data stored on NMHS-controlled infrastructure (on-premises or designated cloud with sovereignty clauses)
	

	Open Standards
	Data accessible in open formats (CSV, NetCDF, BUFR), no proprietary lock-in
	

	Long-term Preservation
	Data retention policy: 5 years online, 10 years nearline, indefinite archive (Tier 1)
	


Integration with Existing Systems
The proposed system must integrate with the following systems:
	System
	Integration Requirement
	Compliant?

	[e.g., Existing CliDE Installation]
	Data migration from existing CliDE database to new CliDE installation, preserving all historical data, QC flags, metadata, and audit logs. Seamless transition for users.
	

	[e.g., Forecaster Workstation]
	Real-time data feed from CliDE database in required format.
	

	[e.g., WIS 2.0 Global Node]
	Data push in BUFR format from CliDE.
	

	[e.g., Regional Data Centres]
	Data sharing agreements, automated exports from CliDE.
	

	[e.g., Public Website]
	Automated data feed from CliDE database for public display.
	

	[e.g., Early Warning System]
	Real-time data feed from CliDE with alerts based on QC flags.
	


Integration Testing:
The contractor shall demonstrate successful integration during:
· Factory Acceptance Test (simulated environment)
· Site Acceptance Test (live with field stations)
· Data migration validation
· Performance testing under load



B.4) Technical Specification by Tier
a) Hardware Specifications
Tier 1 - Reference Data Centre
	Component
	Specification
	Compliance (Y/N)
	Evidence

	Database Server
	Dual CPU (≥16 cores total), 128GB RAM, 2TB NVMe SSD (RAID 1) for OS/logs, 10TB SAS SSD (RAID 10) for data, dual 10GbE
	
	

	Application Server
	16 cores, 64GB RAM, 1TB SSD, dual 10GbE, load-balanced configuration (2 units)
	
	

	Web Server
	8 cores, 32GB RAM, 500GB SSD, dual 10GbE, load-balanced (2 units)
	
	

	Storage System
	SAN or NAS with 20-50TB usable, RAID 10, redundant controllers, redundant power, 10GbE connectivity
	
	

	Backup System
	50-100TB capacity, tape or cloud replication, automated backup software
	
	

	Network Core
	Redundant core switches, 48 ports 10GbE, stacking capability, redundant power
	
	

	Firewall
	Next-generation firewall, throughput ≥1Gbps, IPS/IDS, VPN capability
	
	

	UPS
	20-30kVA online UPS, 4-hour runtime, N+1 configuration
	
	

	Generator
	50-100kVA automatic standby, 72-hour fuel capacity, weekly auto-test
	
	

	Cooling
	10-15kW precision cooling, redundant units, N+1 configuration
	
	






Tier 2 - Synoptic Data Centre
	Component
	Specification
	Compliance (Y/N)
	Evidence

	Server
	Single server: 16 cores, 64GB RAM, 2TB SSD (RAID 10), 1GbE network
	
	

	Storage
	5-10TB usable, RAID 5 or 6, internal or external storage
	
	

	Backup
	External hard drives or cloud backup, automated daily backup
	
	

	Network
	Core switch, 24 ports 1GbE, firewall with VPN
	
	

	UPS
	5-10kVA line-interactive UPS, 2-hour runtime
	
	

	Cooling
	Standard air conditioning
	
	



Tier 3 - Basic System
	Parameter
	Specification
	Compliance (Y/N)
	Evidence

	Workstation
	High-end workstation or small server: 8 cores, 32GB RAM, 1TB storage
	
	

	Backup
	External hard drive, manual or automated backup
	
	

	Network
	Basic router/firewall
	
	

	UPS
	Desktop UPS, 1-hour runtime
	
	



b) Software Specifications
	Parameter
	Tier 1 Specification
	Tier 2 Specification
	Tier 3 Specification
	Compliance (Y/N)
	Evidence

	Operating System
	Ubuntu or Windows
	Ubuntu or Windows
	Ubuntu or Windows
	
	

	Database Platform
	PostgreSQL 14+ with PostGIS
	PostgreSQL 14+ or MySQL
	PostgreSQL, MySQL, or SQLite
	
	

	CliDE - Database Component
	Full CliDE PostgreSQL database: climate data schema, WIGOS metadata, QC flags, audit logs, PostGIS, full indexing
	Core CliDE database: primary tables, basic metadata, QC flags, standard indexing
	Basic CliDE schema: core surface data, essential metadata
	
	

	CliDE - Application Interface
	Full CliDE suite: data entry, QC (automated + visual), advanced retrieval/visualisation, metadata management, reporting, user administration, system administration
	Core CliDE suite: data entry, QC (automated), standard retrieval, basic metadata, user accounts, standard reports
	Basic CliDE interface: simple data entry, basic viewing, limited export
	
	

	Web Interface
	Real-time dashboard, interactive maps, configurable views, mobile-responsive
	Basic data display, pre-configured views
	Not required
	
	

	API Access
	RESTful API with CRUD, authentication, rate limiting, full documentation
	Basic read-only API with authentication
	Manual file export
	
	

	Data Format Support
	BUFR, CSV, JSON, NetCDF, WaterML2, SeaLevel, TEMP, SYNOP
	BUFR, CSV, JSON, TEMP, SYNOP
	CSV
	
	

	WIS 2.0 Compliance
	BUFR generation, automated push to global/regional nodes
	BUFR generation, manual or automated push
	Not required
	
	

	GBON/RBON Reporting
	Automated station status and data availability reporting
	Manual reporting
	Not required
	
	

	Backup Software
	Enterprise: online backup, deduplication, encryption, off-site replication, point-in-time recovery
	Standard: daily backup, off-site weekly
	Built-in OS backup
	
	

	Monitoring Software
	Comprehensive: availability, performance, storage, backup monitoring; SMS/email alerts
	Basic: uptime, disk space, backup monitoring; email alerts
	Manual monitoring
	
	

	Security Software
	Antivirus, IDS/IPS, log monitoring, vulnerability scanning
	Antivirus, host firewall
	Antivirus
	
	

	Authentication
	Centralised (LDAP/AD), MFA for privileged users
	Local authentication, password policy
	Local authentication
	
	

	Audit Logging
	Comprehensive logs (login, data changes, QC, exports); 12-month retention
	Basic logs (login, data changes); 6-month retention
	Basic or none
	
	

	Documentation
	Full suite: installation, admin, user (by role), API, database schema, DR procedures
	Core: installation, admin, user, troubleshooting
	Basic user manual
	
	

	Software Updates
	5 years free updates
	3 years free updates
	1-year free updates
	
	

	License Model
	Perpetual license or annual subscription
	Perpetual license or annual subscription
	Perpetual or included
	
	















B.5) Spare Parts Requirements by Tier
Tier 1 Spare Parts Kit 
	Component Category
	Item
	Minimum Quantity
	Unit Price
	Total

	Servers
	Database server (complete, configured)
	1
	
	

	
	Application server (complete)
	1
	
	

	
	Web server (complete)
	1
	
	

	Storage
	Spare HDD/SSD (same as installed)
	4
	
	

	
	Spare RAID controller
	1
	
	

	Network
	Core switch
	1
	
	

	
	Firewall
	1
	
	

	
	Access switch
	1
	
	

	Power
	UPS batteries (full set)
	2 sets
	
	

	
	PDU
	1
	
	

	Cables
	Fibre optic patch cables (various lengths)
	10
	
	

	
	Ethernet cables (various lengths)
	20
	
	

	Miscellaneous
	Console cable, USB drives for recovery
	1 kit
	
	

	TOTAL (Tier 1)
	
	
	
	



Tier 2 Spare Parts Kit
	Component Category
	Item
	Minimum Quantity
	Unit Price
	Total

	Servers
	Server (complete)
	1
	
	

	Storage
	Spare HDD/SSD
	2
	
	

	Network
	Spare switch
	1
	
	

	Power
	UPS batteries
	1 set
	
	

	TOTAL (Tier 2)
	
	
	
	



Tier 3 Spare Parts Kit
	Component Category
	Item
	Minimum Quantity
	Unit Price
	Total

	Workstation
	Complete workstation
	1
	
	

	Power
	UPS
	1
	
	

	TOTAL (Tier 3)
	
	
	
	





B.6) Maintenance Schedule
Tier 1 Maintenance
	Frequency
	Tasks
	Estimated Time
	By Whom

	Daily
	System health checks, review monitoring alerts, check backup status, review security logs
	1 hour
	System Administrator

	Weekly
	Performance review, disk space monitoring, review failed jobs, test alerting
	2 hours
	System Administrator

	Monthly
	Apply security patches, review user accounts, audit logs, test backup restore (sample), UPS battery test
	4 hours
	System Administrator

	Quarterly
	Full backup restore test, disaster recovery drill, security vulnerability scan, generator test (if installed)
	1 day
	System Administrator + Support

	Annually
	Hardware inspection, cooling system check, power system load test, update disaster recovery plan, capacity planning
	2 days
	System Administrator + Specialist

	As Required
	Hardware replacement (failed components), software upgrades, security incident response
	Variable
	System Administrator



Tier 2 Maintenance
	Frequency
	Tasks
	Estimated Time
	By Whom

	Daily
	Quick system health check
	30 min
	System Administrator

	Weekly
	Backup verification
	1 hour
	System Administrator

	Monthly
	Security patches, disk space review
	2 hours
	System Administrator

	Quarterly
	Test backup restore
	4 hours
	System Administrator

	Annually
	Full system review, capacity planning
	1 day
	System Administrator



Tier 3 Maintenance
	Frequency
	Tasks
	Estimated Time
	By Whom

	Weekly
	Check system health
	30 min
	Technician

	Monthly
	Verify backups
	1 hour
	Technician

	Quarterly
	Update software
	2 hours
	Technician



B.7) Field Verification & Calibration 
a) System Testing Requirements
	Item
	Tier 1
	Tier 2
	Tier 3
	Included?

	Unit Testing
	All components tested individually
	All components tested
	Basic testing
	☐
	Integration Testing
	Full system integration with field stations
	Primary integration testing
	Basic connectivity
	☐
	Performance Testing
	Load testing at 2x expected data volume
	Load testing at expected volume
	Not required
	☐
	Failover Testing
	Simulated failure of all redundant components
	Basic failover testing
	Not required
	☐
	Disaster Recovery Testing
	Full DR drill, data restoration from backup
	Backup restore test
	Manual restore test
	☐
	Security Testing
	Vulnerability scan, penetration test
	Vulnerability scan
	Basic security check
	☐
	Acceptance Testing
	30-day continuous operation, 99.5% availability
	30-day operation, 99% availability
	30-day operation
	☐

	
b) Data Migration Testing (if replacing existing systems)
	Test Type
	Description
	Pass/Fail Criteria

	Data Completeness
	All historical data migrated successfully
	100% of records accounted for

	Data Integrity
	No corruption, all relationships intact
	Random sample verification

	Metadata Migration
	All station metadata, QC flags, audit logs migrated
	Complete and accurate

	User Acceptance
	End users can access and work with migrated data
	All critical workflows functional







B.8) Warranty & Services
a) Warranty Requirements
	Component
	Tier 1
	Tier 2
	Tier 3
	Bidder Offer

	Hardware Warranty
	Minimum 5 years, next-business-day on-site for servers, 3 years for other equipment
	Minimum 3 years, next-business-day on-site for servers
	Minimum 1 year, return-to-base
	

	Software Warranty
	12 months, includes updates and bug fixes
	12 months, includes updates
	12 months
	

	Response Time
	<4 hours for critical failure acknowledgment, <24 hours for resolution (hardware)
	<24 hours acknowledgment, <3 days resolution
	<5 days
	

	On-site Support
	Included for critical failures
	On-site where available
	Not included
	

	Parts Replacement
	Advance replacement within 24 hours
	Advance replacement within 1 week
	Replacement within 1 month
	



b) Service Level Agreement (SLA) Requirements
The contractor shall provide a detailed SLA including:
	SLA Element
	Tier 1 Requirement
	Tier 2 Requirement
	Bidder Offer

	System Availability
	99.9% (excluding planned maintenance)
	99.5%
	

	Planned Maintenance
	Max 4 hours/month, after-hours, 2 weeks’ notice
	Max 8 hours/month, 1 week notice
	

	Helpdesk Hours
	24/7/365
	Business hours (8am-5pm local) with emergency after-hours
	

	Critical Failure Response
	<1 hour acknowledgment, <4 hours remote, <24 hours on-site
	<4 hours acknowledgment, <24 hours remote
	

	Security Patch Application
	Within 7 days of release (critical: 24 hours)
	Within 30 days
	

	System Availability
	99.9% (excluding planned maintenance)
	99.5%
	

	Planned Maintenance
	Max 4 hours/month, after-hours, 2 weeks’ notice
	Max 8 hours/month, 1 week notice
	



c) Post-Warranty Support Options
The bidder must provide pricing for post-warranty support:
	Option
	Description
	Annual Cost
	Notes

	Option 1: Comprehensive
	Full hardware and software support, 24/7 helpdesk
	
	

	Option 2: Hardware Only
	Hardware replacement only
	
	

	Option 3: Software Only
	Software updates and support
	
	

	Option 4: Time & Materials
	Support charged as needed
	
	

	Option 5: Training & Consulting
	Staff training, system optimisation
	
	





B.9) Training Requirements
	Training Type
	Audience
	Duration
	When
	Must Include

	System Administrator Training
	ICT staff, system administrators
	5 days
	During installation
	Installation, configuration, maintenance, backup/restore, security, troubleshooting, performance tuning

	Database Administrator Training
	Data managers, ICT staff
	3-5 days
	During installation
	Database configuration, backups, queries, optimisation, metadata management

	User Training
	Forecasters, hydrologists, technicians
	2-3 days
	After installation
	Data access, visualisation, export, QC interpretation, dashboards

	Security Training
	All users with system access
	1 day
	After installation
	Security policies, password management, phishing awareness, incident reporting

	Disaster Recovery Training
	System administrators
	1 day
	After installation
	DR procedures, failover, restore from backup, testing

	Train-the-Trainer
	Senior ICT staff
	2 days
	After installation
	How to train new staff, maintain documentation



Training materials required:
☐ System administrator manuals (printed + digital) in English
☐ User manuals (printed + digital) in English
☐ Database administrator manuals (printed + digital) in English
☐ Security policy document
☐ Disaster recovery procedure manuals (printed + digital) in English
☐ Quick reference guide for common tasks 
☐ Video tutorials (recommended)
☐ Troubleshooting guide and flowchart
☐ Preventative maintenance checklist
☐ API documentation (printed + digital) in English
Training Venue:
· First session (operator): At NMHS or online
· Second session (maintenance/installation): At NMHS, including field installation at 1-2 sites
· Software training: At NMHS computer lab
Training Evaluation:
· Pre- and post-training assessments required
· Practical demonstration of competency (each participant must perform tasks)
· Certificate of completion for each participant
· Training report with recommendations for additional support



B.10) Technical Documentation 
The contractor must provide comprehensive technical documentation:
	Document
	Description
	Format
	Quantity

	System Architecture Document
	Overall architecture, component diagrams, data flows, network diagrams
	Digital + 2 hard copies
	2 sets

	Installation & Configuration Guide
	Step-by-step installation, configuration settings, network setup
	Digital + 2 hard copies
	2 sets

	System Administration Manual
	Daily operations, monitoring, backups, user management, security, troubleshooting
	Digital + 2 hard copies
	2 sets

	User Manual
	End-user guide: accessing data, visualisation, export, dashboards
	Digital + 2 hard copies
	5 sets

	Database Schema
	Complete database schema documentation, relationships, tables, views
	Digital
	2 sets

	API Documentation
	Complete API specification, endpoints, authentication, examples
	Digital
	2 sets

	Security Policy
	Access controls, password policy, audit logging, incident response
	Digital + 2 hard copies
	2 sets

	Disaster Recovery Plan
	Step-by-step recovery procedures, contact lists, restoration testing schedule
	Digital + 2 hard copies
	2 sets

	Backup & Restore Procedures
	Detailed procedures for all backup types, restore testing, off-site storage
	Digital + 2 hard copies
	2 sets

	As-Built Documentation
	Final configuration, IP addresses, network diagrams, user accounts, system settings
	Digital + 2 hard copies
	2 sets

	System Architecture Document
	Overall architecture, component diagrams, data flows, network diagrams
	Digital + 2 hard copies
	2 sets



a) Documentation Quality Requirements
· All documentation must be in English
· Language must be clear, avoiding unnecessary jargon
· Diagrams and illustrations must be used extensively
· Troubleshooting guides must include decision trees
· All documents must include revision control and date
· Digital copies must be searchable PDFs



B.11) Lifecycle Cost Calculation
	Cost Category
	Year 1
	Year 2
	Year 3
	Year 4
	Year 5
	5-Year Total

	Capital costs
	Server hardware
	
	
	
	
	
	

	
	Storage system
	
	
	
	
	
	

	
	Network equipment
	
	
	
	
	
	

	
	UPS / power
	
	
	
	
	
	

	
	Cooling (if new)
	
	
	
	
	
	

	
	Software licenses (one-time)
	
	
	
	
	
	

	
	Installation
	
	
	
	
	
	

	
	Training
	
	
	
	
	
	

	Recurring costs
	Software maintenance (annual)
	
	
	
	
	
	

	
	Cloud services (if applicable)
	
	
	
	
	
	

	
	Internet/telecom links
	
	
	
	
	
	

	
	Electricity
	
	
	
	
	
	

	Maintenance
	Hardware support contract
	
	
	
	
	
	

	
	Spare parts
	
	
	
	
	
	

	
	Consumables (tapes, disks)
	
	
	
	
	
	

	
	Staff time (estimated)
	
	
	
	
	
	

	
	External support
	
	
	
	
	
	

	TOTAL
	
	
	
	
	
	
	



Note: ICT systems typically have a 5-year hardware refresh cycle. Plan for replacement or major upgrade in Year 5-6, if applicable.
Further notes:
· Include all costs in [USD or local currency]
· Include inflation if multi-year contract
· Separate optional items clearly



B.12) Pacific Requirements
All land-based monitoring systems must meet these additional requirements:
	Requirement
	Specification
	Compliant?

	Power Stability
	Pacific grid power can be unreliable; UPS and generator (Tier 1) essential
	

	Temperature
	Server rooms must maintain 22°C ±2°C; Pacific ambient temperatures require reliable cooling
	

	Humidity
	High humidity can damage equipment; humidity control required in server rooms
	

	Cyclone Preparedness
	Critical systems must have documented procedures for cyclone events (shutdown, backup, etc.)
	

	Remote Support
	Internet outages common; systems must support local fallback operations
	

	Limited Local Support
	Equipment must be supportable by local ICT staff with remote vendor assistance
	

	Data Sovereignty
	Cloud solutions must ensure data stored within Pacific or with sovereignty guarantees
	

	Customs / Import
	Hardware imports require customs clearance; plan for delays
	

	Limited Bandwidth
	Some sites have limited bandwidth; data transfer must be optimised
	

	Multi-lingual Support
	Consider local language support for user interfaces
	

	Training Continuity
	Staff turnover is high; documentation must be comprehensive for self-training
	

	Spare Parts Availability
	Critical spares must be held locally; shipping can take weeks
	





B.13) Compliance Checklist
Before finalising your tender, verify:
	Check
	Completed?

	Tier selection matches operational needs
	☐
	System architecture fully defined
	☐
	Data volume and station count confirmed
	☐
	Hardware specifications appropriate for data volume
	☐
	Redundancy requirements defined 
	☐
	Backup strategy defined (frequency, retention, off-site)
	☐
	Disaster recovery requirements specified
	☐
	Telemetry integration requirements defined
	☐
	Network security requirements specified
	☐
	Power system sized for central facility (UPS, generator)
	☐
	Cooling requirements specified for server room
	☐
	Physical security (access control, fire suppression) defined
	☐
	Software requirements (data management, QC, visualisation) specified
	☐
	Integration with existing systems defined
	☐
	Data migration plan (if applicable)
	☐
	WIS 2.0 and GBON/RBON compliance verified
	☐
	Data sovereignty requirements addressed
	☐
	Spare parts kit matches tier
	☐
	Maintenance schedule defined
	☐
	Testing requirements (performance, security, DR) specified
	☐
	Warranty and SLA requirements specified
	☐
	Training requirements fully defined
	☐
	Technical documentation requirements included
	☐
	Pacific requirements all included (Section 12)
	☐
	Lifecycle cost worksheet completed (5-year TCO)
	☐
	Budget confirmed for capital AND 5-year operation (including support contracts)
	☐
	Site survey completed for server room (power, cooling, space)
	☐








B.14) Additional Information for Bidders
a) Existing Infrastructure Information
	Item
	Details

	Current data management system
	

	Current database platform
	

	Current data volume (GB/year)
	

	Number of field stations
	

	Existing telemetry systems
	

	Existing network connectivity
	

	Server room location (if any)
	

	Power capacity available
	

	Cooling capacity available
	

	Space available (racks)
	



b) Network Connectivity
	Site
	Primary Link
	Backup Link
	Bandwidth
	Provider

	HQ Office
	
	
	
	

	Data Centre
	
	
	
	



c) Special Local Requirements
Import duties: ☐ NMHS responsible ☐ Bidder responsible
Customs clearance: ☐ NMHS assists ☐ Bidder responsible
Data sovereignty laws: ☐ Yes (specify: ___________) ☐ No ☐ Unknown
Government network security requirements: ☐ Yes (specify: ___________) ☐ No ☐ Unknown
Local taxes: ☐ Applicable ☐ Exempt (specify)
Work permits: ☐ Required ☐ Not required
Site access restrictions: _________________________________
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